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Glossary of Terms 
Abbreviation Full Name 

AP Access Point 

CDB Central Database 

CLI Command Line Interface 

CU Collector 

CUG Collector Group 

DA Dynamic Application 

DB Database 

DCM Dynamic Component Mapping 

EE Execution Environment 

FQDN Fully Qualified Domain Name 

GA General Availability 

MCU Message Collector 

OOB Out of Box 

PPK PowerPack 

RBA Run Book Automation 

SL ScienceLogic 

UI User Interface 

Introduction 
This document is an overview of how to integrate setup Gisual Commercial Power status 

Powerpack. 

• A webhook handler for receiving alerts from Gisual Commercial Power Status 

The objective of this document is to provide the Customer with a list of customer-specific 

requirements/design configuration settings, custom development specifications and overall 

architectural depiction. The details in this document cover the work ScienceLogic did during its 

engagement with the Customer. 

Prerequisites & Assumptions: 
1. The webhook message collector has a valid TLS (SSL) Certificate, can receive webhooks from 

external webhook sender (Gisual). The Gisual Webhooks are sent to HTTPS Port (TCP443). 

 

o Typically, the Network firewall team will help with the collector placement and port 

access. 

o  Similarly, a TLS (SSL) certificate can be obtained and set up under the main domain of 

the company. For Example: for Sciencelogic (sciencelogic.com) – a subdomain 

(webhook.demo.sciencelogic.com) was used for TLS (SSL) certificate.  

 

2. The Skylar One Administrator has already set up the message collector and aligned it to 

appropriate collector groups. 
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3. The user has already enabled the webhook process, in Skylar One.  

 

4. The user must enable the Webhook configuration on the Message Collector  

 

[em7admin@message_collector ~]$ sudo /opt/em7/share/scripts/configure_webhook.py activate 

Limitations 
• The webhook handler will only work for the specified JSON formats supported by Gisual. 

• The webhook handler will only work with an active Bearer Token provided by Gisual. 

 

Version Requirements 
The minimum version for Skylar One is 12.3.2.  
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Workflow of Gisual Inbound 

Webhook Monitored device in SL1 reports a down 

event (e.g.) 

* The automation can be aligned to any active event 

policy in the runbook automation policy editor.  

- SL1 triggers a Run Book Action aligned to 

event policy (*or policies) in Automation Policy 

Editor. 

- Run Book Action queries the device DID and 

the Custom Attributes 

(LATITUDE/LONGITUDE)   

- SL1 sends an API POST to the Gisual API with 

the coordinates and DID. 

- Gisual evaluates local power conditions and 

returns one of two results. 

o If power OFF 

• Gisual sends a 

Webhook to SL1 

with this detail (and 

an ETR) 

• SL1 generates an 

event – power outage 

on the device.  

• Gisual sends a 

updated webhook to 

SL1 – we then 

correlate this healthy 

event to the Critical 

Power Off even.  

o If power ON 

• SL1 gets a webhook 

with Power Status 

On  

• Customer to follow 

standard device down 

event resolution path.  
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Sample Webhook Payloads 
Default Template 

Gisual Webhook Online KB. 

How to Integrate with the Gisual Power Outage Intelligence Webhook API – Gisual Inc 

Installation 
 

Webhook Message Collector Setup 

https://docs.sciencelogic.com/latest/Content/Web_Events_and_Automation/Events/event_webho

oks.htm 

Please follow the directions in the webhook collector documentation to enable a message 

collector to ingest webhooks from external sources.  

Once the message collector is set up, a valid TLS certificate is aligned, and the collector is 

accessible from the web (this can be limited to specific IP/URL that Gisual is going to be 

sending the Webhooks from).  

 

Skylar One Setup 

 

Install & Configure Skylar One PowerPack components 

Follow the steps from SL’s public documentation here to import the PPK. 

The following Powerpack needs to be Imported and Installed: 
1. Import and Install Gisual Commercial Power (webhooks)  

 

2. Create a Virtual Device to align the Webhook Monitor. 

Create Virtual Device 

 
Webhook Monitor requires a device to be aligned to. The steps to align the webhook Monitor are 

below. 

• Navigate to Registry > Devices > Device Manager 

• Click Action > Create Virtual Device 

• Populate these fields: 

https://gisual.zendesk.com/hc/en-us/articles/21221419762583-How-to-Integrate-with-the-Gisual-Power-Outage-Intelligence-Webhook-API
https://docs.sciencelogic.com/latest/Content/Web_Events_and_Automation/Events/event_webhooks.htm
https://docs.sciencelogic.com/latest/Content/Web_Events_and_Automation/Events/event_webhooks.htm
https://docs.sciencelogic.com/latest/Content/Web_Admin_and_Accounts/Power_Packs/power_packs_installing_a_power_pack.htm#Importin
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o Device Name: Arbitrary text field (make is unique so it is easy to search for 

later) 

o Organization: Choose appropriate organization. 

o Device Class: Choose  

o Collector: Choose whichever collector group. 

• Click “Create” 

 

Create Webhook Policy 

The webhook policy requires the user to select the device and the ScienceLogic Library prior to 

inputting anything into the form. 

 
1. Navigate to Registry > Monitors > Webhooks 

2. Click Create 

3. Select device (device created in previous section) 

4. Select ScienceLogic Library (gisual_wh) 

5. Populate fields: 

a. Webhook Name: Arbitrary text field (Gisual Webhook) 

b. Webhook URL Suffix: Arbitrary text field (gisual)  

c. Import Module: gisual_wh.webhook_handlers 

d. Import Handler: webhook_handler 

6. Click Save 

 

Testing Webhook Ingestion before configuring Gisual Credential 

Look at the port at which you are ingesting webhooks on the collector. This is set up in the 

Monitoring Policy on Virtual Device that was configured in the previous step.  

For example: https://local_ip_address:8443/api/v1/webhook/gisual 
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To test if the webhook ingestion is working locally, the first step is to validate this by using the 

collector CLI and using curl command. You are looking for a 200 OK.  

 

Command: curl -k -w "%{http_code}" -X POST https://local_ip:8443/api/v1/webhook/gisual 
 

 

Next test is to verify the same response (200 OK) is validated from the internet facing / public 

URL mapped to the webhook collector.  And you also want to verify the TLS Certificate is valid.  

 

Next Test the SSL Certificate is valid and is on correctly responding. Use the following 

commands  

 

Command: curl -k -s -o /dev/null   -w "http_code=%{http_code}\ncert_expire=%{ssl_verify_result}\n"   

--cert-status   --verbose   https://public_url_webhook_collector/api/v1/webhook/gisual 

 

 

 

 

https://local_ip:8443/api/v1/webhook/gisual
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Enabling Devices to send API calls to Gisual.  

With all the configuration complete for the Message Collector, you can now proceed to add 

custom attributes (2) to each device that will trigger an API call to check for power status to 

Gisual.  

 

These devices require 2 Extended Custom Attribute 

- latitude 

- longitude 

review below how the values are entered in for each extended custom attribute. It is key that  

 

Devices that will be aligned to “Gisual-Enabled” device group automatically once the “latitude” 

and “longitude” are aligned to the devices.  
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Create and align a credential to the Run Book Action  

Navigate to Manage > Credentials  

 

Create a new Universal Credential using the reference sample provided with the powerpack. 

“Gisual-sample” has reference values.  

 

Below values should be added in. Gisual Bearer Token will be provided from Gisual. The Skylar 

One Callback URL is the public URL for your Webhook Message Collector you setup at the 

beginning of this setup process.  

 

- Skylar One Callback URL * 
- Gisual Webhook URL * 

- Gisual Bearer Token * 

- Enable Alert Generation 

- Timeout (ms) 

 

 
 



Page | 11  
 

Next step is to align this credential to the Runbook Action provided with the powerpack.  

 

 

Edit the Automation Policy with correct events.   

Edit the Automation Policy provided with the Powerpack and add in all the events you want to 

trigger an API call to Gisual for Power Status Validation.  
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Event Policies (2)  

 

Gisual Power Outage Alert: Power Status: power off 

 

 
 

Gisual Power Outage Alert: Power Status: power on
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Bulk Adding Latitude / Longitude via GQL 
 

Here is a simplified method of adding Latitude and Longitude to a custom attribute via GQL. 

 

# To add latitude and longitude to Devices, using DID and GQL 
mutation alignLatLon_did {    
  deviceIDNum: alignCustomAttributes(    
    type: device    
    entity: 3043 # device ID change    
    attributes: [    
      { id: "latitude",  value: "42.43741" } #Extended Cust Attrib Lat  
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      { id: "longitude", value: "-94.33544" } #Extended Cust Attrib Lon  
  
    ]    
  ) { __typename }    
}    

    

    

# To verify latitude and longitude exists on devices, using DID and GQL 
query checkLatLon {    
  device(id: 339 ) {     
    id    
    name    
    
    latitude: alignedAttribute(id: "latitude") {    
      __typename    
      ... on CustomStringAttribute {    
        id    
        label    
        alignmentType    
        index    
        value    
      }    
    }    
    
    longitude: alignedAttribute(id: "longitude") {    
      __typename    
      ... on CustomStringAttribute {    
        id    
        label    
        alignmentType    
        index    
        value    
      }    
    }    
  }    
}    
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PowerPack Contents 
Name Version Revision 

Gisual Commercial Power (webhooks) 1.5 26 
 

Event Policies 

Name Severity Notes 

Gisual Power Outage Alert: Power Status: 

power off 

Critical This is the initial event from 

Webhook we receive if 

Commercial Power is offline at a 

specific location.  

Gisual Power Outage Alert: Power Status: 

power on 

Healthy This is the update event from 

Webhook we receive when 

Commercial Power restored. 

This policy auto-clears the above 

power off event. 

 

Run Book Actions 

Name Notes 

Gisual: Webhook Library Importer Dummy RBA to import webhook library 

Gisual: Commercial Power Status Action This Runbook Action is aligned in the Automation 

Policy which “POST” to a Gisual Webhook API 

Endpoints and starts the Gisual workflow for power 

status check. 

 

Run Book Actions Variables:  

The Gisual Runbook Action has 4 variables that are configured either using the universal 

credential or changing the values in the Action Snippet.  

 
# Gisual API Configuration Variables.  

 

## Prod 

SL1_CALLBACK_URL = 'https://webhook.company.com/api/v1/webhook/gisual' 

GISUAL_TOKEN = 'Bearer 'Token-From-Gisual' 

GISUAL_WEBHOOK_URL = 'https://api.gisual.com/v10/intel/wh'  # Different for 

Prod/Demo 

DEFAULT_TIMEOUT = 30 #seconds 

ENABLE_ALERTS = 'true'  # Convert string to boolean - true/false 

 

## Demo  

SL1_CALLBACK_URL = 'https://webhook.company.com/api/v1/webhook/gisual'  # 

Different for Prod/Demo 

GISUAL_TOKEN = 'Bearer 'Token-From-Gisual' 

GISUAL_WEBHOOK_URL = 'https://api.gisualdemo.com/v10/intel/wh'  # Different 

for Prod/Demo 

DEFAULT_TIMEOUT = 30 #seconds 

ENABLE_ALERTS = 'true'  # Convert string to boolean - true/false 

 

 

# SL1 Callback URL for webhook notifications 
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SL1_CALLBACK_URL = EM7_ACTION_CRED['callback_url'] 

GISUAL_TOKEN = 'Bearer ' + EM7_ACTION_CRED['api_token'] 

GISUAL_WEBHOOK_URL = EM7_ACTION_CRED['webhook_url'] 

DEFAULT_TIMEOUT = int(EM7_ACTION_CRED.get('cred_timeout', 30000)) / 1000.0 

ENABLE_ALERTS = EM7_ACTION_CRED['enable_alerts'].lower() == 'true'  # Convert 

string to boolean 

 

Run Book Automation 

Name Notes 

Gisual-Dummy-Env-Importer  OPTIONAL - Dummy Automation Policy, enable and 

run one time to import the Gisual Webhook Library to 

the specific message collector. 

Gisual: Commercial Power Automation REQUIRED –  

Aligned to Device Group: Gisual-Enabled 

Dynamic Alignment: Extended Attributes 

- latitude  

- longitude 

 

Execution Environments 

Name GUID Env Type Lib Count 
Gisual-WebhookHandler C5FFB90E7A443E3AE6AC3B872CF0E1C4 py3 3 

 

Sciencelogic Libraries 

Name Version Python Version Notes 

gisual_wh  1.1.5 3.6 Gisual Webhooks 

Inbound Handler 

silo_api_support 0.1.4 3.6 Library to access SL1 

APIs 

silo_apps 3.6.9 3.6 Library of tools for 

building Snippet 

Dynamic Apps 

 

Revision History and Approvals 
This section lists the revisions made to this document, revision number and revised date, that will 

track changing information during the project’s life cycle.  The approval section will list the key 

stakeholders who have approved the document at a certain point.  If several rounds of approval 

are required due to changing information, it will list several rows of approvals with different 

dates. 

 

Revision Number Revision Date Revision Description 

DRAFT Rev 1.0 09/09/2025 
ScienceLogic drafted initial document version for Sciencelogic Sales Engineering 

Team review and update.  

Revision 1.1 12/12/2025 Updated with new PPK version, troubleshooting and configuration details. 
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Revision 1.2 01/07/2026 
Fixed incorrect library name in configure webhook policy topic. Added in GQL 

helper snippets for adding latitudes and longitudes. Added RBA variables.  

Revision 1.3 01/26/2026 Corrected the Powerpack Version.  

 


